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Urbanization is an important indicator of a coun‐
try’s degree of modernization. According to the World
Urbanization Report by the Department of Economic
and Social Affairs of the United Nations, more than
55% of the world’s population lives in cities, with
this figure projected to rise to 70% by 2050 (United
Nations, 2018). China’s urban population accounts for
60% of the national total in 2020, and is expected to
reach a very ambitious rate, 80%, by 2050 (Deloitte,
2018).

More people living in cities means more contests
over limited urban resources, such as water, housing,
transportation, education, and health care. To cope
with the challenges brought by the urbanization trend,
David Bollier from the University of Southern Califor‐
nia raised a new idea for city planning: a comprehen‐
sive network and applications of information techno-
logies (Bollier, 1998).

IBM later echoed the idea and initiated its Smart
Planet vision in 2008 (Palmisano, 2008). At that
time, it was a brand new concept to empower and
transform urban infrastructure, services, and manage‐
ment. Quickly afterwards, the smart city concept has
been adopted by major cities throughout the world,

and it has gradually evolved into a strategic choice
by ambitious cities—aiming to compete for urban de‐
velopment, and to provide easy-to-use but efficient
functionalities.

In this paper, we discuss the essence of a smart
city, investigate three driving forces of smart city de‐
velopment in China, summarize the key features of
smart cities in China and other countries, and raise
four big challenges that deserve careful thoughts on
building future smart cities.

1 Essence of a smart city

Let us first look at what a city means before we
dive into smart cities. From the societal perspective,
a city is a place in which people live and work; from
the technological perspective, it is a collection of
functional units (such as transportation, education,
medical care, and utility networks); from the economic
perspective, it is where population, industry, and com‐
merce converge, and it is also where job opportuni‐
ties, innovation, and wealth are created. The accumu‐
lation of knowledge and wealth improves the city’s
productivity, which in turn further promotes urban
development. In this regard, the development of cities
is an important driving force for the progress of
human society.

Then, what is a smart city? Although there is no
universal definition for smart city, it can be generally
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understood as a city that applies information and
communication technologies, to empower its infra‐
structure and functional units in ways that improve
its services, operations, and management, and also to
effectively use its resources to achieve sustainable
urban development (Albino et al., 2015). In this regard,
the smart city is more related to the technological fac‐
tor of a city outlined above, and the application of
new technologies is indeed one of the key enabling
factors for smart city. However, other factors also
play important roles in helping us understand what a
smart city really is. For example, first, a city’s econo‐
my affects the construction of its functional units and
infrastructure (the economic factor). Second, the pri‐
ority to construct a functional unit involves negotia‐
tion and compromise among stakeholders (the politi‐
cal factor). Third, the introduction of information and
communication technologies to a functional unit alters
or replaces the existing system, and affects the life and
work patterns, to which individuals have been accus‐
tomed. This may result in objections or unexpected
negative effects (the production relation or social fac‐
tor). Thus, for the design of a smart city, not only tech‐
nological factors, but also economic, political, soci‐
etal ones, and their interactions, should be considered.

So, what is the essence of a smart city? As
known, a city’s infrastructure is composed of func‐
tional units. These units and the services they provide
enable citizens to live and work in a particular urban
area. The essence of a city thus has two components:
the infrastructure and the related services (Fig. 1a).
The essence of a smart city is to embed information
and communication technologies in the gap between
infrastructure and services, and to use them to opti‐
mize the urban operations and daily lives of citizens
(Fig. 1b). For example, by incorporating technolo‐
gies like augmented reality (AR), virtual reality (VR),
and mixed reality (MR) into traditional education,
we can now provide students with an immersive
learning environment with benefits such as persona‑
lized education, better student engagement, and better
content understanding (Yagol et al., 2018). In another
example, by employing sensors at water plants and
home water meters, we can now monitor water quali‐
ty, identify water leakage, and suggest water saving
plans based on the water usage statistics (Chen YH
and Han, 2018).

2 Driving forces behind smart city develop-

ment in China

There are three important factors driving the de‐
velopment of smart cities in China: urbanization, poli‑
cies, and technologies.

2.1 Urbanization

As a city develops, it attracts an increasing num‐
ber of immigrants. According to the World Urban‐
ization Report by United Nations, there are 180 000
people around the world settling down in cities every
day (United Nations, 2018). Since the beginning of
China’s economic reform and opening-up, the coun‐
try has been recognized for its advances in industri‐
alization and urbanization. Data from the National
Bureau of Statistics of China showed that more than
15 million workers from rural areas migrate to cities
each year (Ning, 2021). In 1980, at the beginning of its
reform process, China’s urban population accounted
for only 20% of the total population, a number that
reached 60% in 2020, and it is expected that 80% of
its population will live in cities by 2050.

Fig. 1 The essence of a traditional city (a) vs. a smart city (b)
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The fundamental reasons that China set this
ambitious rate of urbanization are twofold. First,
urbanization is one of the most important engines for
modernization and economic development. China’s
urbanization rate is lower than that of developed
countries, which usually have urbanization ratios
above 70%. Second, to sustain its economic growth,
and more importantly, in the context of Sino-U.S. trade
conflict, China needs to switch its export-dependent
economy to a domestic consumption driven economy.
The urbanization movement can play a significant
role in boosting domestic consumption, especially in
the sense that per capita income of rural areas is well
below that of cities in China (Bai et al., 2014).

As urbanization increases, the population growth
occurs, which puts pressure on existing infrastructure
and services. People traditionally gathered in areas
conducive to their lifestyles, and made the settle‐
ment decisions based on factors such as geography,
environment, history, and culture. In China, Huanyong
Hu, the founder of contemporary population geogra‐
phy, drew the Aihui-Tengchong Line from Aihui, Hei‐
longjiang to Tengchong, Yunnan in 1935, according to
population density. Later, after the former city changed
its name, it was known as the Heihe-Tengchong Line,
or the Hu Huanyong Line. Today, 94% of the popula‐
tion lives on the east side of the line, while only 6%
lives on the west side. In 1935, China’s population
was about 475 million. By 2020, it had increased to
1.4 billion, 95% of which lived to the east of the Hu
Huanyong Line (Chen MX et al., 2016). In the past
few decades, although there have been several rounds
of large migration in China (such as the reclamation
of the Xinjiang Production and Construction Corps,
and the development of the nation’s western region),
the population proportion living on either side of the
Hu Huanyong Line has changed little. This means
that the population in major regions and cities has
increased greatly, in terms of both absolute quantity
and population density.

This continuous population growth and urban
density increase posed significant challenges to cities’
resources and infrastructure. The traditional urban
governance model cannot solve the problems caused
by the additional demands for transportation, medi‐
cal care, education, environment, management, and
other factors caused by the increased population. A

new urban operational and governance model is there‐
fore urgently needed.

2.2 Policies

The second important driving force for the smart
city development in China is national strategic plans
and policies. The concept of the smart city originated
in David Bollier’s book—How Smart Growth Can
Stop Sprawl (Bollier, 1998). Bollier advocated the
abandonment of the traditional city construction con‐
cept, which countered the problems of urbanization
by setting up more infrastructure. Instead, he pro‐
posed that new smart city planning solutions should
be adopted within limited urban space, which was
later adopted by the city of Portland, Oregon, United
States. Around 2005, Siemens in Germany and Cisco
in the United States conducted research on smart cities,
and when the financial crisis fulminated in 2008,
IBM proposed its Smart Planet program to the Obama
administration in an effort to boost the economy
(McNeill, 2015). The program was intended to improve
efficiency, management, and quality of life for the
citizens in several pilot cities, by digitizing and net‐
working government services, and installing smart
water and electricity meters to monitor the resource
use, and to enable those cities to plan for the future.
IBM also suggested using information technology to
upgrade the city’s infrastructure and services, such as
buildings, transportation, and safety. In 2010, IBM
launched the Smart Cities Challenge, which was sup‐
ported by its own technology and funded at its own
expense (Scuotto et al., 2016). Experts were selected
to visit dozens of cities around the world to help them
establish or upgrade their information technology in‐
frastructure. As a result, the concept of smart city
gradually formed, and a construction boom swept the
world. Since then, countries implemented smart city
strategies to transform their urban development, ac‐
celerate industrial upgrades, and boost the economy.

The construction of smart cities in China can be
roughly divided into four phases (Fig. 2). The first
phase took place between 2010 and 2014. It can be
marked as the early stage of research and explora‐
tion. The main characteristic of this stage was the
applications of information technology to digitize
cities (Tang et al., 2020). The “Twelfth Five-Year Plan”
was released in 2010, and explicitly encouraged the
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development of smart cities. In 2012, the Ministry
of Housing and Urban-Rural Development issued
its “Interim Measures for the Management of Smart
City Pilots,” in which the first and second batches
of pilot cities (numbering 90 and 103, respectively)
were selected (Kang and Wang, 2018). Longgang of
Shenzhen was selected in the first batch, and a smart
city operation and management center was estab‐
lished. The authors visited the Longgang Smart Cen‐
ter twice. The staff explained that the air, water, hill‐
side slopes, fire facilities, roads, houses, streetlights,
cameras, manhole covers, and other infrastructure in
the pilot zone were all equipped with sensors and
computing units. Data collected by these sensors is
processed and analyzed at the center, and then an
overall picture of Longgang is obtained, including its
joint command under emergency conditions and its

big data decision-making support. All of these can
be viewed on a high-quality 168 m2 LED screen,
which is currently China’s biggest indoor LED screen
with the largest curvature and the highest resolution
(Fig. 3). The city was no longer an agglomeration
of cold hardware (steel bars, water pipes, roads, and
wires), but an intelligent body of information with
an inherent sensing and computing cycle: percep‐
tion, connection, computing, and intelligence.

The second phase of China’s smart city develop‐
ment took place between 2014 and the beginning of
2016, and saw the strengthening of coordination be‐
tween the country’s ministries and commissions,
aiming to regulate the disorderly development of
smart cities in the first stage. In August 2014, eight
ministries and commissions, including the National De‐
velopment and Reform Commission and the Ministry

of Housing and Urban-Rural Development, jointly
issued the “Guiding Opinions on Promoting the
Healthy Development of Smart Cities.” In October of
the same year, 25 departments (including the Natio‑
nal Development and Reform Commission and the
Ministry of Industry and Information Technology) es‐
tablished the Smart City Inter-ministry Coordination
Working Group, to coordinate regional smart city
construction.

The third stage, from 2016 to 2017, was a strate‐
gic one. With the issuance of the “Thirteenth Five-Year
Plan” at the beginning of 2016, the smart city concept
started to become a national strategy. The plan was
the first high-level document to mention the con‐
cept of “Innovative Smart City,” which proposed the
building of a group of innovative and demonstrative
smart city pilots (Li PY et al., 2017). Building inno‐
vative smart cities allows the “data chimney” or “data
island” (in which data systems are separate, and
unable to coordinate with each other) to be replaced
by integrated information systems.

Fig. 3 The LED screen at the Longgang Smart Center

Fig. 2 The four phases of smart city construction in China
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The fourth stage, from the end of 2017 to the
present, has been a period of comprehensive develop‐
ment of smart cities. In December 2017, the report of
the 19th National Congress of the Chinese Commu‐
nist Party first proposed the construction of a “smart
society” (Liang et al., 2019). This was the first time
the concept, which entails the sinicization and moder‑
nization of smart cities, appeared in a national policy
report. The smart society has broader implications,
and is more citizen-oriented, than smart cities. In
China, to date, all cities at or above the sub-provincial
level, 95% of those at the prefecture level, and 50%
of those at the county level have implemented smart
city projects.

2.3 Technologies

The third important driving force for smart city
is the development and maturity of information and
communication technologies, which began in the last
century. Internet, Internet of Things (IoT), big data,
cloud computing, and artificial intelligence (AI) have
been widely applied in company operations, municipal
administration, and daily lives of individuals. These
information and communication technologies provide
the essential conditions for the development of smart
cities.

First, sensors, such as thermistors, photoresis‐
tors, tachometers, pressure gauges, and gyroscopes,
perceive subtle changes in a city’s functional aspects,
and give these physical changes a digital form. This
digitization process enables computing devices to im‐
plement data transmission, visual presentation, and
data analysis, and to engage in intelligent decision-
making. More importantly, digitization enables the
development of new applications and the establish‐
ment of new business models. For example, health moni‑
toring is a typical information-intensive application.
Only when physical changes are faithfully collected
by sensors and analyzed by algorithms in time, can
new applications or products be developed. The taxi
industry, logistics supply chain, and municipal units
of administration, are typical examples as well, where
digitization can link entities with different demands
through the data collected by various sensors.

Second, the collected sensor data must be sent
to its destination accurately and efficiently. This can
be done through different transmission media (such as
optic fibers, twisted pair cabling, and electromagnetic

waves), and via various network forms (personal
area network—radio-frequency identification (RFID),
near-field communication (NFC), and bluetooth; local
area network—Wi-Fi, wide area network long range
(LoRa), narrow-band Internet of Things (NB-IoT),
and fifth-generation mobile communication (5G)),
which have already been widely operating in different
business, industrial, and life scenarios (Habibzadeh
et al., 2018).

Third, data arriving at the destination needs to be
processed. To avoid excessive data being transferred
or processed, one method is to use simple algorithms
to pre-screen data at sensors, sink nodes, or gateways,
thus reducing the volume of information that needs
to be transmitted and stored. This allows quick deci‐
sions to be made, which is usually referred to as edge
or fog computing. Another method is to converge data,
and to process them at regional, provincial, or even
national computing centers, where global optimiza‐
tion or optimal decisions can be made based on avail‐
able information from different aspects. This is known
as the cloud computing.

These different levels of information technolo‐
gies are used to collect, share, transmit, aggregate, and
compute data from all areas of a city, and help citi‐
zens or municipal administrators make informed and
optimized decisions. This process plays a significant
role in governing new cities and addressing the chal‐
lenges of metropolises.

The above-mentioned technological model of
smart cities, sensing–networking–data analyzing, can
be exemplified by Smart Shenzhen (Hu, 2019; Yeung
and Lu, 2020). The Smart Shenzhen gave a city-wide
integrated view toward smart cities, which included
one map for comprehensive perception, one e-ID to
travel throughout Shenzhen, one-click to know the
overall situation, one integrated operation linkage, one-
stop innovation and entrepreneurship, and one screen
to enjoy Shenzhen (Shenzhen Government, 2018).
The goals of “six ones” are to enhance people’s live‐
lihood and governance capacity, which are achieved
via three abstracting steps: (1) collect city data with
various sensors, (2) transmit obtained data via differ‐
ent networking technologies, and (3) analyze data
arriving at the destination and present it to machines
to make automatic decisions or to citizens in different
forms of urban services (Fig. 4).
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3 Concluding remarks

The United Nations 2030 Agenda for Sustain‐

able Development listed 17 goals and challenges for

achieving a better and more sustainable global com‐

munity for all, as shown in Fig. 5 (United Nations,

2015). The goals and challenges include eradicating
poverty and hunger, making cities and communities

sustainable, and ensuring that populations are healthy

and have access to quality education, clean water,

sanitation, and affordable clean energy. The top-level

design of smart cities in many countries is based on

the UN’s 2030 Agenda.

In the above sections, we have discussed what a

smart city is, why a smart city is needed, and its core

driving forces. In this section, we will discuss the chal‐

lenges of building a smart city from four aspects,

including (1) the coexistence of new and old infra‐

structure and functions, (2) the accessibility of city

services, (3) the sustainability of smart cities in China,
and (4) the importance of comprehensive policies,
laws, and regulations, and give suggestions on how
these challenges can be addressed.

3.1 Coexistence of new and old infrastructure and
functions

The first challenge in the construction of smart
cities is to ensure the coexistence and integration of
new and old infrastructure. Cities provide services to
their citizens through infrastructure and functional
units. As shown in Fig. 1, a typical characteristic of a
smart city is to embed the information technology
empowerment layer into the gap between infrastruc‐
ture and services, thereby using a range of technolo‐
gies to optimize urban operations and guarantee citi‐
zens’ quality of life. In the early stages of smart city
development, most of these newly developed services
and applications were promoted and implemented by

Fig. 4 The smart city structure of Shenzhen
Recreated based on Shenzhen Government (2018)
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government departments. Now, however, increasing
numbers of individuals, groups, and companies are
using the newly available data created by the infor‐
mation technology empowerment layer to develop
smart applications and new business models, which
link a city’s functional units with its citizens. Inte‑
restingly, in most cases, it is not done by the owners
of the infrastructure, but rather by visionaries and
entrepreneurs, whose new applications affect tradi‐
tional service providers. The ride-sharing platform
Didi, for example, does not own the means of pro‐
duction or infrastructure it uses. Although the plat‐
form’s success did lead to strikes and complaints from
traditional taxi drivers, it did not affect Didi’s rapid rise.

In addition, the positive externality of urban
networks leans on the providers of emerging services
rather than the builders or owners of infrastructure.
Internet service providers need to build a large num‐
ber of infrastructure to provide services to citizens;
however, most of the benefits are obtained by provi‑
ders of big data services or innovative Internet applica‑
tions. The externality issue not only exists in urban
communication networks, but also applies to other
urban infrastructure. This is problematic, because
the providers of emerging services do not take charge
of the construction, maintenance, or development of
urban infrastructure. In this regard, the first challenge
in the construction of smart cities is to coordinate the
harmonious coexistence of new and old facilities and
functional units, as only in this way, can we ensure
that new services are continuously created.

3.2 Service accessibility

The second challenge in the construction of smart
cities is to ensure that the services they provide are
accessible, in both physical and economic terms.
Some traditional urban services are at the mercy of
the digital economy, so they gradually lose their mar‐
ket shares to new business models. The new services
based on advances of information technology are
considered convenient and easy to use by ordinary
people. However, some disadvantaged groups cannot
use or do not know how to use smart terminals, be‐
cause of factors like age, physical status, and cultural
exposure. As a result, they are excluded from the full
scope of new services. Further, some new services
have increased in price due to market or information
monopolies. It implies that new services cater more
to young, educated, or wealthy people, which is pre‐
sumably not in line with the original intention of
smart city designers. Therefore, in addition to provid‐
ing new applications, smart city builders must pro‐
vide alternative services that are accessible to every‐
one on an equal basis.

3.3 Sustainability of smart city projects

Compared with smart city initiatives in other
countries, there are two notable features of smart
cities in China: technology centrism and top-down
paradigm. Despite its national strategy of smart city
emphasized “people-oriented,” China pursued con‐
structing smart cities almost exclusively on the latest

Fig. 5 The sustainable development goals of the United Nations (United Nations, 2015)
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advancement of technologies, e.g., IoT, 5G, big data,
AI, and cloud computing (Liu et al., 2019; Huang
et al., 2021). In addition, the smart city initiatives in
China are heavily driven by national policies set up
by higher governments or ministries. The local smart
city policies will not deviate from the upper-layer
guidelines. This top-down paradigm is really differ‐
ent with the philosophy of smart cities in the West,
where local governments and private entities usually
take the lead (Li FP and Li, 2016; Hu, 2019).

The technology-centric and top-down features
of smart cities may result in the sustainability issue
in the long run. The former feature has a narrow focus
on technology and infrastructure, thus lacking differ‐
ent stakeholders’ involvement, while the latter fails
in building up a direct connection and relevance to
local, thus possibly making their smart city trials be a
spherical cow.

3.4 Improving policies, laws, and regulations

The fourth challenge is to improve the legal sys‐
tem. In general, the formulation of policies, laws,
and regulations always lags behind technological
innovations (Liao, 2020). This presents a big chal‐
lenge to ensure that new technologies or services are
not used for illegal purposes before they are properly
regulated. The anonymity of blockchain technology,
for example, can be used by cryptocurrency plat‐
forms for tax evasion or money laundering. However,
the potential for illegality in certain applications
does not mean that we should stifle or abandon the
exploration of new technologies. Some cities have pi‐
oneered the use of a supervision sandbox to address
this legal issue. A supervision sandbox is a closed
virtual testing ground, where smart city builders and
application developers can confine new technologies
or applications in a controlled environment for exper‐
imentation. It is usually used to develop new busi‐
ness models that are not covered by existing laws or
regulations (Zetzsche et al., 2017).

In addition, data is the new oil in the informa‐
tion age; it means money and sometimes authority. Its
collection, storage, and ownership are challenges that
smart city builders must address (Hou et al., 2021).
In July 2021, Didi was temporarily removed from
app stores because its collection and use of personal
information violated the Cybersecurity Law of China,

which came into effect in June 2017 (National Peo‐
ple’s Congress of China, 2017). On 10 June 2021,
the National People’s Congress passed the Data Se‐
curity Law, which came into effect on 1 September
2021, and is stricter than the Cybersecurity Law in
terms of data classification, data localization, and
cross-border data control (National People’s Congress
of China, 2021). The Data Security Law effectively
supplements and improves the Cybersecurity Law,
because it ensures the orderly and legal flows of data.
With these tools at their disposal, smart city design‐
ers and new service developers must find a balance
between protecting citizens’ data security and using
this data to provide them with better services.
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