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Abstract: The digital signature is a very important subject for network security. Considering multiple signers and multiple
verifiers, Xie and Yu (2004) pointed out that the multisignature scheme of Laih and Yen (1996) is vulnerable to a harmful attack.
An attack can occur when a specified group of verifiers cooperate to forge a multisignature by secret key substitution following the
leak of a secret key or by group public key adjustment during the process of renewing membership. Xie and Yu proposed an
improvement of Laih and Yen’s multisignature scheme. In this paper, we show that Xie and Yu’s scheme is vulnerable to clerk and
rogue-key attacks. We propose an improved multisignature scheme to resist such attacks. In the proposed scheme, multiple signers
can generate a multisignature for the message with the signers’ secret keys, and the specified group of verifiers can cooperate to
verify the validity of the multisignature with the signers’ public keys and the verifiers’ secret key. The proposed scheme for a
special verifier group not only has the advantages of Xie and Yu’s scheme, but also is secure against clerk and rogue-key attacks.
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1 Introduction
The digital signature is an important aspect of
cryptography. It is usually used for authentication,
data integrity, and non-repudiation. Digital signature
schemes are generally based on complex mathematical problems, such as elliptic curve cryptography
(ECC) (Miller, 1985; Koblitz, 1987), RSA (Rivest et
al., 1978), and ElGamal (Elgamal, 1985). Various
types of signature schemes have been proposed
(Mambo et al., 1996; Lin et al., 2002; Hsu et al., 2004;
Adam et al., 2009; Du and Wen, 2009; Wu et al.,
2009).
Itakura and Nakamura (1983) first proposed a
multisignature scheme. In their scheme, multiple
*
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signers can cooperate to sign the same message,
which is chosen by them. Then, a verifier can verify
the validity of the multisignature. The size of the
multisignature is independent of the number of
signers.
Laih and Yen (1996) first introduced the concept
of a multisignature scheme for a specified group of
verifiers. The main advantage of their scheme is that
only the specified group of verifiers has the ability to
verify the validity of the multisignature by using their
secret keys. Later, Hwang and Yeh (1998) proposed
an improved version of Laih and Yen’s scheme. Unfortunately, He (2002) showed that both these
schemes are vulnerable to a clerk attack. Without the
help of other verifiers, the clerk of a specified group
of verifiers could alone verify the validity of a multisignature. Hence, both schemes are insecure.
Xie and Yu (2004) demonstrated a new attack on
Laih and Yen’s multisignature scheme. In this attack,
a verifier group can cooperate to forge a
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multisignature by secret key substitution using a
leaked secret key or by the group public key adjustment during the process of renewing membership.
Xie and Yu proposed an improved scheme that could
overcome the weakness of Laih and Yen’s multisignature scheme. Since then, numerous extended signature schemes for specified verifier groups have
been proposed (Tzeng et al., 2004; Bao et al., 2005;
Hsu et al., 2007; Lu et al., 2008; Kang et al., 2009).
In this paper, we present a clerk attack and a
rogue-key attack (Boldyreva, 2003; Lu et al., 2006;
Ristenpart and Yilek, 2007; Shim, 2008; Wang et al.,
2008) on Xie and Yu’s scheme. In the clerk attack, the
clerk of the signers can cheat other partners to generate the multisignature for any message chosen by
the clerk, instead of the original message to be signed.
The signers and the verifiers cannot discover that the
generated multisignature is a fake multisignature. In
the rogue-key attack, a malicious signer in the signer
group chooses a public key arbitrarily and attempts to
forge the multisignature for his chosen message
without knowledge of other signers’ secret keys. To
overcome these weaknesses, we propose an improvement to Xie and Yu’s scheme. We show that the
proposed multisignature scheme for a special group
verifiers is secure against clerk and rogue-key attacks.

U v j ∈ Gv chooses v j ∈ Z q* as his secret key and then
computes Yv j = g

−v j

mod p as his public key. Gs’s

public key Ys = ∏ i =1 g − si mod p and Gv’s public key
n

Yv = ∏ j =1 g
m

−v j

mod p are then published.

2.2 Multisignature generation phase
Assume that a message M is the intended context
to be signed. All signers in Gs cooperate to generate
the multisignature (r, w) of message M for the specified group Gv of verifiers as follows:
Step 1: Each U si chooses a random number
ki ∈R Z q , and then computes ri = g ki mod p and

ri′ = Yvki mod p. Finally, (ri , ri′) is sent to a clerk of the
signer’s group U sc .
Step

∏

n

2:

The

U sc

clerk

computes

r=

r mod p, and r ′ = ∏ i =1 ri′ mod p. Then, U sc
n

i =1 i

broadcasts (r, r′) to all signers.
Step 3: Each signer U si ∈ U s computes wi =

( r + h(r′, M ) ) ki + si mod q.

Next, U si ∈ U s sends wi to

the clerk U sc .
Step 4: Upon receiving wi from U si ∈ U s the clerk

2 Review of Xie and Yu’s multisignature
scheme

U sc verifies the validity of each signer’s partial signature: Ysi g wi = ri r + h ( r ′, M ) (mod p), where i=1, 2, …, n.

Xie and Yu’s multisignature scheme consists of
three phases: system initialization, multisignature
generation, and multisignature verification. Details of
each phase are described as follows.

putes part of the multisignature w = ∑ i =1 wi mod q.

2.1 System initialization phase

2.3 Multisignature verification phase

Initially, a trusted center chooses a large prime p,
a large prime divisor q of p−1, an element g in Zp of
order q, and a one-way hash function H(·). These are
then published as the public parameters.
Let Gs = {U s1 , U s2 , ", U sn } be the signer group
of n signers and Gv = {U v1 , U v2 , ", U vm } be the verifier group of m verifiers. In Gs and Gv, each of them
has a special user, called the ‘clerk’. Each U si ∈ Gs
chooses his secret key si ∈ Z q* and computes his public key Ysi = g − si mod p. In the same way, each

If all the partial signatures are valid, U sc comn

Finally, U sc sends the multisignature (r, w) to Gv.

Upon receiving the multisignature (r, w), each

U vi ∈ U v computes X j = r

−v j

mod p, and sends Xj to

the clerk U vc of the verifier group. The clerk U vc
computes X = ∏ j =1 X j , and then broadcasts X to
m

other verifiers. Finally, each U v j ∈ U v verifies the
validity of the multisignature (r, w) for message M by
the following equality:

Ys g w = r r + h ( X , M ) mod p.
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3 Cryptanalysis of Xie and Yu’s scheme

3.2 A rogue-key attack on Xie and Yu’s scheme

In this section, we show that Xie and Yu’s
scheme is vulnerable to clerk and rogue-key attacks.

Suppose that an adversary E wants to forge a
multisignature for his chosen message M'. The roguekey attack is performed as follows:
Step 1: E chooses a random integer t ∈ Z q* as his

3.1 A clerk attack on Xie and Yu’s scheme

Suppose that a malicious clerk attempts to cheat
other partners to sign a message M' chosen by the
malicious clerk, instead of the original message M. In
the multisignature generation phase, the malicious
clerk takes the following steps:
Step 1: When the clerk U sc receives all the ri and

ri′, the clerk U sc computes r = ∏ i =1 ri mod p, r ′ =
n

∏

n

r ′mod p, and r = r + h(r ′, M ') − h(r ′, M ) mod p.

i =1 i

Finally, r and r′ are broadcasted to all signers.
Step 2: Each signer U si ∈ U s computes
wi = ( r + h(r ′, M ) ) ki + si (mod q).

n

as his public key. Then, E joins the Gs, so the Gs’s
public key Ys = ∏ i =1 g − si mod p is turned into Ys =
n

g − t mod p.

Step 2: To forge Gs’s multisignature for the verifier group, E chooses a random integer k and computes
and
w=
r = g k mod p, r ′ = Yv k mod p,

( r + h(r ′, M ′) ) k + t mod q,

where M' is chosen by E.

Then, the forged multisignature (r , w) of the mes(1)

sage M' is sent to Gv.
Upon receiving the forged multisignature
(r , w), each U v j ∈ U v computes X j = r

Finally, wi is sent to U sc .
Analysis

secret key and computes YsE = g − t − ∏ i =1 g − si mod p

−v j

mod p,

and sends Xj to the clerk U vc . The clerk U vc com-

According to Eq. (1), we can obtain

wi = ( r + h(r ′, M ) ) ki + si (mod q )
= ( r + h(r ′, M ′) − h(r ′, M ) + h(r ′, M ) ) ki + si (mod q )
= ( r + h(r ′, M ′) ) ki + si (mod q ).

Signers in Gs are unaware that the message M
has been replaced with the message M'.
The malicious clerk can obtain a valid part of the
multisignature w = ∑ i =1 wi mod q, and sends the

putes X = ∏ j =1 X j , and then sends X to all verifiers.
m

Each U v j ∈ U v verifies the validity of the multisignature (r , w) by checking Ys g w = r r + h ( X , M ′) mod p.
Clearly, all verifiers in Gv cannot be aware that
the multisignature (r , w) of the message M' is forged
by E.

n

multisignature (r, w ) of the message M' to Gv.
Upon receiving the multisignature (r, w), each

U v j ∈ U v computes X j = r
the

clerk

U vc .

The

−v j

mod p, and sends Xj to

clerk

U vc

computes

X = ∏ j =1 X j , and then sends X to all verifiers. Each
m

U v j ∈ U v verifies the validity of the multisignature
(r, w ) by checking Ys g w = r r + h ( X , M ′) mod p.
Clearly, the verifiers in Gv cannot find out that
the multisignature (r, w) of the message M has been
replaced with the multisignature (r, w ) of the message M'.

4 Our proposed scheme

Our proposed scheme also consists of three
phases: system initialization, multisignature generation, and multisignature verification. The difference
between the system initialization phase of our proposed scheme and that of Xie and Yi’s scheme is that
we adopt the proofs of possession (POP) key registration protocol (Boldyreva, 2003; Lu et al., 2006;
Ristenpart and Yilek, 2007; Shim, 2008; Wang et al.,
2008) to resist the rogue-key attack. In this protocol,
each signer (or verifier) has to prove possession of the
secret key before computing the signer (or verifier)
group key. Details of each phase are described as
follows.
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4.1 System initialization phase

clerk U sc verifies each signer’s individual signature

All of the signers/verifiers have to prove possession of the secret key to a trusted center to join the
signer group/verifier group. The processes for the
signers and verifiers are the same, and hence we just
describe the process for the signer.
Step 1: When each signer wants to join the Gs,
U si ∈ Gs first chooses his secret key si ∈ Z q* and

(ri, r, r', wi) by computing

corresponding public key Ysi = g − si mod p.
Step 2: U si ∈ Gs chooses a random integer ki,

g wi = Ysi h ( r ′, M ) ri h ( r , M ) (mod p),

where i=1, 2, …., n.
If it holds,

some personal information and Ysi .
Step 3: (Ysi , ci , wi , mUi ) is sent to the trusted
center. Upon receiving (Ysi , ci , wi , mU i ), the trusted
center computes ri = g wi Ysi ci mod p, and then checks
whether ci is the same as h(ri , mUi ) . If it holds, the
trusted center computes and publishes Gs’s public key

clerk

U sc

computes

w = ∑ i =1 wi mod q. Finally, U sc sends the multisign

nature (r, w) to all the verifiers.
The correctness of Eq. (3) is shown as follows:

and computes ri = g ki mod p, ci = h(ri , mUi ) mod p,
wi=ki+cisi, where mUi is the message consisting of

the

(3)

g

wi

⎧⎪ g h ( r , M ) ki − h ( r ′, M ) si , according to Eq. (2),
= ⎨ h ( r ′, M ) h ( r , M )
, according to (Ysi , ri′).
ri
⎪⎩Ysi

4.3 Multisignature verification phase

Upon receiving the multisignature (r, w), each
U v j ∈ U v computes X j = r

−v j

mod p and then sends

Xj to the clerk U vc . The clerk U vc computes

Ys = ∏ i =1 g − si mod p.

X = ∏ j =1 X j and then sends the computed X to all

4.2 Multisignature generation phase

verifiers. Then, each U v j ∈ U v verifies the validity of

m

n

Assume that M is the message to be signed. All
signers in Gs cooperate to generate the multisignature
for a specified group Gv of verifiers. They perform the
following steps:
Step 1: Each U si ∈ U s randomly chooses
ki ∈R Z q

and

computes

ri = g ki mod p

and

ri′ = Yvki mod p. Finally, U si ∈ U s sends (ri , ri′) to the

clerk of the signer group U sc .
Step

∏

n

2:

The

U sc

clerk

computes

r=

the multisignature by checking
g w = Ys h ( X , M ) r h ( r , M ) mod p.

(4)

We show the correctness of Eq. (4) as follows:
⎧ g ∑ h ( r , M ) ki g − ∑ h ( r ′, M ) si , according to
⎪
⎪ w = ∑ h(r , M )ki − h(r ′, M ) si ,
w
g = ⎨ h( X ,M ) h(r ,M )
r
mod p, according to
⎪ Ys
⎪ r=
ki
∏ g , Ys = ∏ g si , and r ′ = ∏ Yv ki = X .
⎩

r mod p and r ′ = ∏ i =1 ri′ mod p, and broadn

i =1 i

casts (r, r′) to all signers in Gs.
Step 3: Each U si ∈ U s computes
wi = h(r , M )ki − h(r ′, M ) si (mod q ),

5 Security analysis of the proposed scheme

(2)

and then sends wi to the clerk U sc .
Step 4: Upon receiving wi from U si ∈ U s , the

A multisignature scheme for a specified group
should be unforgeable and withstand the clerk and
rogue-key attacks. The security of the proposed
scheme is based on the one-way hash function and
solving the discrete logarithm problem, described as
follows:
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Assumption 1 One-way hash function (OWHF): (1)
Given y=h(x), it is computationally infeasible to derive x from h(x). (2) It is difficult to find two x and x'
such that h(x)=h(x').
Assumption 2 Discrete logarithms problem (DLP):
Given y=gx mod p, it is computationally infeasible to
derive x from y.
Under the DLP and OWHF assumptions, we
discuss the security considerations of the multisignature scheme for a special verifier group.
Theorem 1 In the proposed multisignature scheme
for a specified group, any adversary cannot reveal the
signer’s (or verifier’s) secret key from the signer’s (or
verifier’s) public key.
Proof In the proposed multisignature scheme for a
specified group, any adversary cannot know the secret
key si ∈ Z q* (or v j ∈ Z q* ) of any signer U si or verifier

Uvj
g

− si

from its corresponding public key Ys =
i

mod p (or Yv j = g

−v j

mod p). It is computation-

ally infeasible for the adversary under the DLP.
Theorem 2 The proposed multisignature scheme for
a specified group achieves rogue-key attack.
Proof
The proposed multisignature scheme for a
specified group takes the POP assumption. Each
signer (or verifier) is required to prove possession of
the secret key before the signer’s (or verifier’s) public
key and group key are computed. Hence, the proposed
scheme is secure against the rogue-key attack.
Theorem 3 The proposed multisignature scheme for
a specified group can resist the clerk attack.
Proof The clerk attack is workable in Xie and Yu’s
scheme, since the malicious clerk U sc replaces the r
with r and broadcasts r to each signer. The replaced r then modifies each signer’s partial signature wi, so the malicious clerk can obtain the multisignature (r , w) for his chosen message M'. However, it cannot work successfully in our proposed
scheme. Checking Eq. (2):
wi = h(r , M )ki − h(r ′, M ) si (mod q ).
Under the OWHF assumption, it is computationally unfeasible for any adversary to compute r to
replace the message M with the message M', because r,
r', and the message M are protected by the one-way
hash function.

Theorem 4 In the proposed multisignature scheme
for a specified group, the clerk of the verifier group
cannot verify the validity of the multisignature
without other verifiers.
Proof According to Eq. (3), we find that the clerk
U vc needs to have each signer’s secret key vj to

compute Xi, if the clerk U vc wants to verify the validity of the multisignature (r, w) alone. However, we
have shown that it is computationally infeasible to
solve the discrete logarithm to obtain the verifier’s
secret key vj. Hence, in the proposed scheme, the
clerk U vc alone cannot verify the validity of the
multisignature (r, w).
Theorem 5 In the proposed multisignature scheme
for a specified group, even though verifiers in the
verifier group obtain a multisignature, they still cannot forge the multisignature for any message chosen
by themselves.
Proof In the proposed multisignature scheme for a
n

specified

group,

the

multisignature

∑w
i =1

n

∑ h( r , M ) k
i =1

i

i

=

− h(r ′, M ) si (mod q) consists of r, r', the

random numbers ki and the signers’ secret key si. ki
and si are held only by the signers. We have also
shown in Theorem 1 that it is infeasible for any adversary to reveal si from the signer’s public key
Ysi = g − si mod p. The verifier group, without knowing the signers’ secret key si, can first try to determine

(r , Ys = ∏ i =1 g − si mod p) and attempt to obtain w
n

from g w = Ys h ( X , M ) r h ( r , M ) mod p. They cannot carry
out the attack successfully, since it is infeasible to
solve DLP. Hence, the proposed scheme can withstand the forgery attack.

6 Conclusion

This paper shows that Xie and Yu’s scheme is
vulnerable to clerk and rogue-key attacks. To overcome this weakness, we propose an improved multisignature scheme for a special verifier group. The
proposed scheme has all the advantages of Xie and
Yu’s scheme and can withstand the clerk and
rogue-key attacks. Further work is needed to apply
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multiparty computation to substitute the functionality
of the clerk.
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