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Motivations 
1. The usage of the information flow control (IFC) technology by 
composite service providers will increase users’ confidence so 
that their privacy data are correctly used. 

2. User privacy requirement and trust levels of component 
services may change after a composite service is deployed. 
Preserving privacy information flow security in a composite 
service becomes an important evolutionary requirement. 

3. In this study, we focus on how to preserve privacy information 
flow security in a composite service when user privacy 
requirements and trust levels of component services change.  
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Main ideas 

1. To address this issue, a possible approach is to re-verify 
the entire composite service. However, this approach incurs 
great evolutionary cost. To avoid the complex re-verification 
process and decrease the evolutionary cost, a better 
approach is used to identify the impact of the changes, and 
then enforce the evolution according to the impact identified. 

2. When we initially verify the privacy information flow security, 
the underlying data for the subsequent evolution is recorded. 
Based on the underlying data, we propose  evolution 
operations that can preserve privacy information flow security.  
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Methods 

1. A privacy data item dependency analysis method based 
on a Petri net model is presented. 

2. The set of privacy data items collected by each 
component service is derived through a privacy data item 
dependency graph, and the security scope of each 
component service is calculated. 

3. The evolution operations that preserve privacy information 
flow security are defined.  Front In
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Major results 
1. We illustrate the effectiveness of our approach 
through a case study. 
2. The experimental results indicate that our approach 
has high evolution efficiency and can greatly reduce the 
cost of evolution compared with re-verifying the entire 
composite service. 
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Conclusions 
1. We investigated how to preserve privacy information flow 
security in a composite service, when the trust levels of 
component services and user requirements changed. Based 
on the underlying data recorded during the static verification, 
evolution operations that preserved privacy information flow 
security have been proposed.  

2. We have illustrated the effectiveness of our approach 
through a case study. Compared with re-verifying the entire 
composite service, we have also shown through simulation 
experiments that our approach could reduce the evolution 
cost more effectively.  
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Conclusions (Cont’d) 

3. In the scenario of online evolution, too long verification time 
was generally unacceptable. Through our approach, the 
complicated re-verification process could be avoided, and the 
evolution efficiency could be greatly improved. 

 

Front In
form

 Technol E
lectro

n Eng


	Preserving privacy information flow security in�composite service evolution
	Motivations
	Main ideas
	Methods
	Major results
	Conclusions
	Conclusions (Cont’d)



