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Abstract: Constraint is an important aspect ol role-based access control and is sometimes argued to be
the principal motivation for role-based access control (RBACY. But so far few authors have discussed
consistency maintenance for constraint in RBAC model. Based on researches of constraints among roles
and types of inconsistency among constraints, this paper introduces corresponding formal rules, rule-
based reasoning and corresponding methods to detect, avoid and resclve these inconsistencies. Finally,
the paper introduces briefly the application of consistency maintenance in ZID-PIDM, an enterprise-ori-

ented product data management (PDM) system.
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INTRODUCTION

Role-based access control (RBAC) began
with multi-user and multi-application on-line
systems piocneered in the 1970s and recently
have became a very important area of system
security ( Sandhu et al.> 1996; Schaad et
al.» 2001; Zhang et al. 2001). Constraints
can enormously improve system security. But
so far few authors have discussed the consis-
tency maintenance for constraint in RBAC
(Chen et al.,» 1995; Lupu et al., 1997a;
Ribeiro et al. » 2000; Sandhu et al. 1998).

ole-based access control odels
(RBAC96) (Sandhu et al. » 19965 Sandhu et
al. 1998) can well simplify the specification
and management of authorization policys
namely what actions the controlling subjects
are permitted to perform on the controlled ob-
jects. But RBAC96 did not deal with the con-
straint among roles very well, especially in
consistency maintenance for constraint among
RBAC96 only briefly introduced the

constraint among roles in RBAC2, and men-

roles.
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tioned in a few words the importance of con-
straint among roles. Consistency maintenance
was neglected in RBAC96, although it was
very important.

Some researches analyzed the consistency
in security policy and presented a few meth-
ods such as logic reason to resclve inconsisten-
cy in security policy (Lupu et al.» 1997b).
The inconsistency they discussed originated
from obliged> permitted and forbidden ac-
cess. They did not come down to the incon-
sistency originated from constraints among

oles. But it led us to explore the feasibility of
maintaining consistency by logic reasoning.

Shen et al. (1994) conducted a few re-
searches on consistency maintenance for con-
straints among roles. They discussed inheri-
tance and conflict resolution rules of subject
and right. The concept of subject in their pa-
per was somewhat like the concept of roles in
this paper. But their paper only dealt with
conflicts originated from positives negative
and take role (take role is similar to the con-

straint of role hierarchy in RBAC96). It did
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not deal with other constraints, which were
more important for RBAC, and it had not ex-
plored yet how tc maintain consistency.

The inconsistency among roles can be de-
tected, avoided and resolved by defining rules
and logic reasoning. This paper introduces a
series of methods tc maintain consistency by
defining rules and logic reasoning. These
methods include inconsistency detections in-
consistency avoidance and inconsistency reso-
lution. Our research is based on the applica-
tion of ZD-PDM, an enterprise-oriented prod-
uct data management (PDM) system. We
hope that these methods can simplify the task
of system security official (SSG), and be ap-
plied to other distributed, multi-user systems.

The organization of this paper is as follows.
Section 1 introduces briefly the current researches
in RBAC and consistency maintenance. Section 2
formally defines different types of constraint in our
application. Section 3 discusses the particular in-
consistency in our application. Section 4 discusses
the corresponding solution to consistency mainte-
nance. The final section introduces briefly the ap-
plication of consistency maintenance in ZID-PIDM.

CONSTRAINT AMONG ROLES

Constraint is an important aspect o
RBAC. It is also a powerful mechanism in
laying out higher-level organizational policy.
A common example is that of mutually exclu-
sive roles. Before defining the types of con-
straint in our application, we are going to
predefine some important concepts.
Definition § The definition of the following
elements are quoted from RBAC96

Us; R> Ps and S Cuserss roless permis-
sions and sessions respectively),

PAC P X R, a many-to-many permission
to role assignment relations

PAC— U X R, a many-to-many user to
role assignment relation,

oles: S—2F, a function mapping each

session §; to a set © oles.
Secondly, we define the main types of
constraint.
Definition 1 Mutually exclusive roles (RME)

Mutually exclusive roles can be subcatego-
rized into two types: static mutually exclusive

oles and dynamic mutually exclusive roles.

Two roles (71 and 72D are static mutually
exclusive, if and only if u X r1=>7Cu X r2).
We denote it by (1, 2, RSME).

Two roles (71 and #2) are dynamic mu-
tually exclusive, if and only if 1€ rolesCs)
=V ;€ S:r2€ roles(s; ). We dencte it by
(r1, 2, RDME).

Definition 2  Role inclusion (RID

r1 includes 72, if and only if Cus r1)=
Cu>r2). We denote it by (1, »2, RID.
Definition 3 Prerequisite constraint (RP)

r1 is prerequisite to »2, if and only if the
assignment of »1 to a user is a precondition to
the assignment of »2 to the same user. We
denote it by (1, 2, RP).

Definition 4 Role hierarchy (RIFD

ole hierarchy is a very important con-
straint among roles. It originated from orga-
nizational hierarchy. Defined roles are embod-
ied in an organization that is generally repre-
sented in a hierarchical form, so the existence
of role hierarchy is widespread. By referring
to organizational hierarchy, role hierarchy
gives SSO an intuitionistic view in PA, and
simplifies the authorization. It is a special in-
stance of RI constraint in RBAC in a sense.

If »1 inherits 2, which we dencte by
(r1s> 2, RH?, then r1 inherits all permis-
sions of »2, including the permissions inherit-
ed by 2 from other roles.

The constraints we define above are those
between two roles (mutual-constraint). Now
we come to self-constraints which exists only
in single role, including cardinality and state
constraints.

Definition 5 Cardinality constraint (RC)

Cardinality constraint describes maximally
how many users can be assigned to a role. We
dencte it by (> n> RC) (n stands for the
maximum number).

Definition 6 State constraint (RS

State constraint describes the state of con-
trolled object under which the role r can be
activated. We denote it by (5 s, RS).

These constraints imply some other con-
straints, which can be reasoned by defined
rules. Now we will present these rules to get
implicit constraints.

Rule 1 Vr1,#2,73: (1,2, RID
ACr2, 3, RID=C(+1,+3, RI)
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Rule 2 Vrl,72,73:(+1,+2, RP)
/\(7’2’ 7‘3’RP):>(7‘1’ 7‘37RP)

Rule 3 Vrl, r2:Crl,#2, RH)=(r1, 2,
RID
Rule 4 Vrl,72,¥3: (1, #2, RME)

N (RME & {RSME, RDME })
/\(7‘3’ r2s RI>=(»1,+3, RME)

Some rules can be derived from these rules
by logic reasoning based upon the above-men-
tioned rules, such as rule 34 can be derived
from rule 3 and rule 4:

Rule 3-4 Vrlsr2,73: (1,2, RME)

/\(7‘3’ r2s RH>=(+1, 3, RME)
Definition 7 Constraint Assignment (CA)D
CACRXRXMTURXNXCCURXS
X SC, C(MT = {RDME, RSME RI, RP,
RH}, CC= {RC}, SC= {RSD.

INCONSISTENCY AMONG CONSTRAINTS
AND CORRESPONDING SOLUTIO

The causes and reasoning of inconsistency among
constraints

The following situations are the main
causes of inconsistency among constraints.

(a) Circular prerequisite

A closed chain of prerequisite existss in
which each role is prerequisite to other roles.
(a) in Fig. 1 shows a simple example of cir-
cular prerequisite> and rule 5 is its formal
specification.
Rule 5 Crl, 72, RPO N (#2, 1, RP)=
FALSE

(b Circular hierarchy

A closed chain of hierarchy exists, in
which each role inherits all permissions of
other roles. (b) in Fig. 1 shows a simple ex-
ample of circular hierarchy, and rule 6 is its
formal specification.
Rule6 C(r1, 72, RH> AN {2, r1, RH)=
FALSE

(¢) Prerequisite and hierarchy conflict

When r1 inherits all permissions of »2,
then rl can no longer be a prerequisite to »2.
If 1 is a prerequisite to 2, like (¢ in Fig.
1, the third inconsistency occurs. Rule 7 is its
formal specification.
Rule 7 (rl, 72, RPO) AN (2, r1, RH)=
FALSE

(d> Conflict between mutually exclusive

constraints and other mutual-constraints
When r1, »2 are mutually exclusive
(both static mutually exclusive and dynamic
mutually exclusive), then the constraint be-
tween them cannot be defined as any one of
the following constraints ( prerequisite con-
straint, role inclusion, role hierarchy?. (d)
Fig. 1 provides a simple example of this in-
consistency> and rule 8 is its formal specifica-
tion.
Rule8 (r1,+2, RMEJDAC(r2,r1, RO)
A CRME € {RSME, RDME })>
NCROE {RP,RI, RH})>=FALSE
(e) Inconsistency of cardinality
When we define several times maximally
how many users can be assigned to a roles the
inconsistency of cardinality will possibly oc-
cur. For example, suppose at first we define a
maximum of two users can take »1, and later
on we redefine a maximum of four users can
take r1 Then the system may not know
maximally how many users can take 1, two
or four. (e) in Fig. 1 provides an example of
this inconsistency: and rule 9 is its formal
specification.
Rule9 (r,nl;RCONACrsn2, RC)
N Cnl15#n2)=>FALSE
(f) Multi-state assignment
This is similar to inconsistency of cardi-
nality. When we define several times the state
constraint for the same role, inconsistency of
multi-state assignment will possibly occur.
(f> in Fig. 1 provides an example of this in-
consistency, and rule 10 is its formal specifi-
cation.
Rule 18 (551, RSOA(r’5 52, RS)
N Cs15%£s2)=>FALSE
(g) Reasoning about inconsistency
In fact, the above rules are only the pri-
mary rules of inconsistency. More inconsis-
tency rules can be derived from rule 1-4; for
example> rule 35 can be derived from rule 3
and rule 5. In Fig.1 (g) (see next page) is
an example of derived inconsistency, and rule
35 is its formal specification.
Rule 3-5 (1,72, RPO>A(+2, 73, RP)
ACr3,r1, RPO=FALSE

Inconsistency detection

To resolve the problem of inconsistency a-
mong constraints,: we must know which in-
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Fig.1
(a) Circular prerequisite;
(b) Circular hierarchy:
(¢ Prerequisite and hierarchy conflict;

The causes and reasoning of inconsistency

(d) Conllict between mutually exclusive;
constraint and other mutual-constraint;

(e) Inconsistence of cardinalitys

([) Multi-state assignments

(g) Reason about inconsistency.

consistency exists in the system. So the arith-
metic of inconsistency detecting must be giv-
en.

The arithmetic of inconsistency detecting
is designed in order tc detect the above-men-
tioned inconsistencies by means of logic rea-
soning by primary inconsistency rules (Rule 5
—10) and constraint transitive rules (Rule 1
—4). In Fig. 2, we illustrate the arithmetic
in detail by detecting the circular prerequisite.

Arithmetic 1 DetectCP

INPUT: Two roles (1, 72).

OUTPUT: TRUE or FALSE. If circular prerequisite

exists between r1 and r2, the arithmetic outputs

FALSE ;s else outputs TRUE .

STEP 1: according to rule 5 directly, if there exist

(rls 2, PRY and (2, r1, PR), return FALSE;

else

STEP 2: reasoning by rule 2 on role-set> and get all

direct and indirect prerequisite role sets RPr1 of r1

and PR»2 of r2: then

STEP 3: i[ 1 € RPr2 A

FALSE; else,

STEP 4: return TRUE.
Fig.2 Detect circular prerequisite

r2 € RPrl,

return

It is similar to design DetectCH (detect
circular hierarchy), DetectPH (detect prereq-
uisite and hierarchy conflict 7> DetectMEQO
(detect conflict between mutually exclusive
constraints and other mutual-constraints ),
DetectCAR (detect inconsistency of cardinali-
ty D> DetectMS (detect multi-state assign-
ment). We put forward the whole arithmetic
frame tc detect inconsistency in Fig. 3.

Arithmetic 2 Detect_ InCons

INPUT: Two roles (1, r2).

OouTPUT: If »2 is
NULL: and inconsistency exists in 1, or 2 isn’ t

The types of inconsistency.

NULL and inconsistency exists between 1 and 2,
the arithmetic cutputs the value of enum type of in-
consistencys else outputs NONC.

STEP 8: fRet = NONC;

STEP 1: if (2= NULL AND ! DetectCARCr1>)

fRet | = CAR;
STEP 2: i[ (2= NULL AND ! DetectMS( 1)
fRet | = MS;

STEP 3: if (2! = NULL AND ! DetectCP( r1,
r2)) fRet | = PC;

STEP 4: if (72! = NULL AND ! DetectCH( 1,
r2)) fRer | = HC:

STEP 5: if (2! = NULL AND ! DetectPH( 1,
r2)) fRet | = PH:

STEP 6: if (»2! = NULL
Crl, ¥2)) fRer | = XoF
STEP 7: rewurn fReis

Fig.3 Detect inconsistency

AND ! DetectMEQO

Inconsistency avoidance

When we define new constraints among
oless, or modify an existing constraint in a
system, inconsistency among constraints may
occur. We can rollback the definition or mod-
ification when the inconsistency happens, or
stop defining or maodifying when inconsistency
occurs. This strategy is called inconsistency
avoidance.

The strategy of inconsistency avoidance
to design a system in
which the inconsistency can be excluded. It is
realized by rolling back the constraint defini-
tion or constraint modification when the sys-
tem detects inconsistencies. It is an important
way to keep inconsistency out of a system. O
courses the system itself can provide detailed
information on inconsistency to SSO. When
SSO can adjust the

onstraint assignment or security policies to

is» in a few words,

inconsistencies occcurs

resclve them.
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Inconsistency solution rules

Inconsistency avoidance cannot be used to
resolve the existence of inconsistency among
constraints. So finding cut a method to re-
solve the possible existing inconsistency is
necessary.

We define corresponding solution rules to
resolve the existing inconsistencies.

Solution rule 1 Constraint defined explicitly
is superior to constraint implied in system.

When we detect a special constraint, if it

is defined explicitly, we are not going to rea-
son by rule 1 —4, and return the detected re-
sult that indicates the existence of constraint.
This rule resolves the inconsistency when one
constraint is explicitly defined and the others
are implied in the system.
Solution rule 2 Define the priority of con-
straint to resolve inconsistency. When the ex-
isting inconsistencies are all explicit or im-
plied; we select the constraint that is superior
o other constraints.

We define RMFE > RP > PH > RI. For
examples like rule 8, when constraints
RSME and RH are explicitly defined be-
tween 1 and 2, we consider that »1 and 2
are RSME. Rule 8 is its formal specifica-
tion.

Rule 8 (1,72, RMEJ>A(rl, 2, ROD

A CRME € {RSME, RDME }>

/\ (ROE {RP’ RI’ RH})i’( }"1, 7"2’
RME)
(Note: RME and RO must be all explicit or
all implied).
Solution rule 3  When inconsistency of car-
dinality occurs, we select a small number.
Rule 9’ is its formal specification.
Rule 9 C(r,nl1,RCONCrn2, RC)

Solution rules 1 — 3 can resolve many in-

onsistencies encountered in check permission
and other arithmetic. They can not only pro-
vide a more effective authorization, especially
in distributed authorization, but also simplify

the task of SSO.

APPLICATIO

We have applied the methods provided in
this paper in ZD-PDM. They can deal well

with inconsistency of constraint among roles
when we control the access of controlled ob-
ject. They can alsc simplify the management
of SSO. TFig. 4 (see next page) shows the
management roles management constraint
and position of consistency maintenance in
ZD-PDM.

In ZID-PDDM, the types of constraints in-
clude RSME, RDME, RI, RP, RH, RC,
RS, and the types of inconsistency among
onstraints include circular prerequisite, cir-
cular hierarchy, prerequisite and hierarchy
conflict, conflict between mutually exclusive
constraints and other mutual-constraints,
consistency of cardinality, multi-state assign-
The methods of consistency mainte-
which we introduced

n-

ment.

nances above, have
been applied in user assignment, constraint
assignment and access control. They can de-
tect and avoid
does user assignment and constraint assign-
ment, and resolve many inconsistencies while

the system checks in access control.

ost inconsistencies while SSO

ONCLUSIONS

This paper discusses the defects of current
models of constraint among roles. It indicates
that current researches did not deal well with
constraint among roles; and that they did not
provide methods to deal with inconsistency a-
mong constraints.

Based on application in PDM, the paper
presents rules defining and rule-based reason-
ing to resolve the inconsistency among con-
straints in system. It holds that the inconsis-
tency can be avoided by rolling back the con-
straint assignment when the system detects
inconsistency, and provides some solution
rules to resolve this problem. These rules
have well resolved the inconsistency encoun-
tered in ZID-PIDM.

The method, which resolves the inconsis-
tency in ZID-PIDM; can also be applied to oth-
er distributed, multi-user systems. We will
do researches on the following problems.

1. Research in distributed constraint as-
signment, and provide
to resolve inconsistency s

ore effective methods

2. Research in interoperation of the con-
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straints in a distributed, heterogeneous system.
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