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Abstract:    According to the requirement of natural human-computer interaction for Ambient Intelligence (AmI), a Bluetooth- 
based authentication technique is provided. An authentication network combining advantages of Bluetooth ad hoc network with 
the Ethernet is introduced first in detail. Then we propose a Bluetooth badge for storing the user’s identification information. 
Finally, the authentication system based on Bluetooth badge and authentication network is introduced. It is demonstrated ex-
perimentally that the Bluetooth-based authentication technique can authenticate the user automatically. 
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INTRODUCTION 
 

The concept of Ambient Intelligence (AmI) is 
presented by the Information Society Technology 
Advisory Group (ISTAG). It describes a vision of the 
information society where the emphasis is on greater 
user friendliness, more efficient services support, 
user-empowerment, and support for human interac-
tions (Ducatel et al., 2000). Under this circumstance, 
people are surrounded by intelligent intuitive inter-
faces that are embedded in all kinds of objects and in 
an environment that is capable of recognizing and 
responding to the presence of different individuals in a 
seamless, unobtrusive and often invisible way (Weber, 
2003). Development of embedded technology and 
human-computer interaction technology is improving 
the realization of this vision continuously. 

The most important goal of AmI is to provide 
personalized services according to the individual’s 
living habits (Hagras et al., 2004). Moreover, identi-
fying a user uniquely is the precondition of offering 

personalized services for individuals. Hence, identity 
authentication is a key factor for AmI. Conventionally, 
the process of identity authentication requires the user 
to interact with the authentication system consciously. 
However, it is unfit for the natural interaction which is 
required by the AmI (Naqvi and Riguidel, 2004). 
When the problem is concerned, we introduce a 
Bluetooth-based authentication system, in which the 
authentication procedure is accomplished automati-
cally by an electronic device carried by the user, and 
the user is not aware of the authentication procedure. 
 
 
TECHNOLOGY FOUNDATION 
 

Being one of the wireless standards, Bluetooth 
operates at 2.4 GHz in the globally available ISM 
band, and is devoted to short range (<10 m for Class 2 
devices), low data-rate (<1 Mbits/s) communication. 
Bluetooth modules dissipate less power, are smaller 
and less expensive than IEEE802.11b ones (Han et al., 
2004), and can be easily integrated into the embedded 
system. Therefore, Bluetooth technology has been 
chosen as the best wireless standard solution for 
sensor networking.  
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For the above reasons, we use a Bluetooth badge 
(namely Blue Badge) to store the user’s identification 
information. In the AmI environment, a Blue Badge 
adorned by the user automatically accomplishes the 
authentication through the Bluetooth network (Ding, 
2005). 
 
Network architecture 

The system architecture which has been designed 
as simple as possible takes the advantages of the 
Bluetooth ad hoc network (Bray and Sturman, 2002) 
and the Ethernet. Bluetooth offers a simple mas-
ter-slave network topology, called Piconet, where a 
master can control up to seven slaves; network nodes 
can be dynamically connected and disconnected from 
the Piconet at any time and this operation is trans-
parent to end users. Fig.1 shows the proposed system. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

(1) Blue Badge. Being a slave mode device, a 
Blue Badge stores the user’s identification information 
which is unique, and can identify the user exclusively. 
When a user with a Blue Badge comes into the AmI 
environment, the Blue Badge connects to the 
authentication center through the Bluetooth ad hoc 
network, and the individual identification is submitted 
to the authentication center. 

(2) BlueAP. As a master mode device, BlueAP 
connects to the Blue Badge and the Ethernet. When a 
user with a Blue Badge comes into the AmI envi-
ronment, the BlueAP gets the user ID from the Blue 
Badge, and submits it to the authentication center 
through the Ethernet. 

(3) Authentication center. It authenticates the 
user ID provided by the BlueAP through the Ethernet, 
and authorizes the user privilege. 

In this system, Blue Badge is a small and port-
able embedded equipment with limitations in com-
putation, communication and battery life. Being a 
component of the Bluetooth ad hoc network, the 
BlueAP is flexible when the Bluetooth network is 
being deployed, but it will be in a fixed position as 
soon as the network is deployed completely. Com-
pared with the Blue Badge, the BlueAP can do more 
complex computing as it has less limitation in 
physical size and power. In the authentication system, 
the authentication center has the most powerful 
computing ability. Due to the Ethernet connection, 
communication between the BlueAP and the authen-
tication center is very fast. During the implementation 
of the authentication system, the majority of compu-
tation and communication is carried out in the au-
thentication center, which reduces the computation on 
the Blue Badge. As a result, the authentication effi-
ciency is enhanced. 

 
Blue Badge construction 

Different authentication techniques have dif-
ferent features and, hence, are fit for different situa-
tions. For example, the authentication system based 
on secret information has the disadvantage of leaking 
the password, but it is widely used in the mainstream 
computer system because of its low cost and easy 
realization. The authentication system based on token 
requires the user to carry a hardware device, which is 
burdensome for the user and costs more. However, it 
is widely used in the area of finance and safety 
guarantee because of its high security (Li et al., 1999). 
The authentication system based on biologic features 
reduces the risk of losing the keepsake and can pro-
vide higher security, but it costs even more (Li and Ou, 
2000). Therefore, the selection of an appropriate au-
thentication technique for an application needs to 
balance the security, computation speed and cost. 

The Blue Badge has limitation in computation 
and battery life, however, both the keepsake and the 
biologic feature require powerful computing ability. 
Therefore, the DES (data encryption standard) en-
cryption and the challenge/response technology are 
combined to realize the authentication system for the 
AmI. 

As an embedded Bluetooth device, the Blue 
Badge is composed of a basic Bluetooth communica-
tion module and a memory which stores the user ID 

S D
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BlueAP 1 BlueAP 2 BlueAP 3

Authentication center Ethernet

Bluetooth ad hoc network

Fig.1  Network topology of the authentication system for
Ambient Intelligence (AmI) 
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and the shared key. The Bluetooth communication 
module uses a BlueCore chip produced by CSR 
Company (CSR, 2006), and its main functions in-
clude initialization and communication with the 
BlueAP. The user ID composed of eight ASCII 
characters identifies the user uniquely. Every 128-bit 
shared key corresponds to a unique user ID, so dif-
ferent users hold different shared keys. Besides, the 
authentication center preserves all of the shared keys 
and forms an indexing table which stores the above 
correlation between the user ID and the shared key. 

 
 

AUTHENTICATION PROTOCOL 
 

The topological feature of the authentication 
system for AmI leads to the following two steps: (1) 
authentication between the Blue Badge and the 
BlueAP; (2) authentication between the BlueAP and 
the authentication center. In the followings, we will 
introduce these two steps in detail.  
 
Authentication between Blue Badge and BlueAP  

First, the Blue Badge communicates with the 
BlueAP through the Bluetooth Piconet. Since the 
Bluetooth technology itself includes perfect authenti-
cation, authorization and encryption mechanisms 
(Chatschik, 2001), we take advantage of these mecha- 
nisms to implement the authentication between the 
Blue Badge and the BlueAP (Gui and Zhang, 2002). 

Fig.2 shows that the Blue Badge sends a RA-
DIUS Access-Request message to the BlueAP, and 
the BlueAP returns an Access-Challenge message that 
carries a random sequence encrypted by its shared key, 
and then the Blue Badge responds to it by encrypting 
 

 
 
 
 
 
 
 
 
 
 
 
 

the random sequence with the shared key. At last, the 
BlueAP finishes the authentication by comparing the 
response result with the encrypted random sequence. 
The key authentication procedure is as follows: 

1. Pairing. The Bluetooth device creates an ini-
tial key using the PIN code and the Bluetooth device 
address (namely BD_ADDR) (Wang, 2003). The PIN 
code is an exclusive parameter set by the system, and 
the rest of the parameters (such as the authentication 
key and the encryption key) have close relationship 
with the PIN code. BD_ADDR is a unique IEEE 
address assigned to every Bluetooth device by the 
producer. During the authentication procedure, the 
BlueAP obtains the Blue Badge’s BD_ADDR 
through the Bluetooth inquiring procedure. In fact, 
the authentication between the Blue Badge and the 
BlueAP is a procedure of matching the PIN code. So 
the PIN code is the key parameter for the authentica-
tion. 

2. Generating the shared key. The shared key, 
namely the link key, is a half perpetual key. During 
the implementation, we select the associated key 
which has higher security as the shared key. 

3. Realizing the Challenge-Response authentica-
tion. The authentication between the Blue Badge and 
the BlueAP, on balance, implements the first authen-
tication step if the PIN codes are matched, and the 
following encryption procedure will be stopped if the 
PIN codes do not match. The encryption key which 
will be used by the next encryption procedure is also 
generated if the first authentication step is passed. 
After that, a safe channel between the Blue Badge and 
the BlueAP is built through the encryption key to 
transmit data. The key steps to build the safe channel 
are as follows: 

(1) Consulting the encryption parameters, in-
cluding the encryption pattern and the length of the 
encryption key.  

(2) Generating the encryption key from the cur-
rent link key, a 96-bit ciphering offset number (COF) 
and a 128-bit random number. The COF is based on 
the authenticated ciphering offset (ACO), which is 
generated during the authentication process (Wang, 
2003). 

(3) Encrypting the payloads of the packets. 
During the authentication, the group messages 

encrypted by using the initialization key (or the 
shared key) are transmitted through the Bluetooth link. 
The possibility of deducing the PIN code conversely 
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Fig.2  Authentication between Blue Badge and BlueAP 
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is very low, even though the attacker has obtained the 
group messages by monitoring the Bluetooth channel. 
So the PIN code is safe enough as long as they are 
safely stored in the Blue Badge. In addition, the au-
thentication between the Blue Badge and the BlueAP 
does not change the user information, which is 
transmitted through the safe channel. Thus the secu-
rity of the user information can be guaranteed. 
 
Authentication between BlueAP and authentica-
tion center 

The BlueAP communicates with the authentica-
tion center through the Ethernet, so conventional au-
thentication protocols can be applied to implement the 
authentication. For example, the Kerberos protocol 
can be adopted to increase the reliability of the system. 
However, using the complicated authentication pro-
tocol between the BlueAP and the authentication 
center cannot improve the security, so we adopt the 
Challenge-Response protocol based on a symmetric 
key. Fig.3 shows the authentication protocol. The 
authentication between the BlueAP and the authenti-
cation center will be implemented only after the first 
authentication step has been finished and the Blue 
Badge has sent the user information to the BlueAP 
successfully.  

After getting the user information from the Blue 
Badge through the encryption channel, the BlueAP 
selects the user ID and sends it to the authentication 
center. The authentication center checks the user in-
formation table according to the user ID, and gets the 
user’s shared key. And then, the authentication center 
generates a random sequence and sends it back to the 
BlueAP (namely Challenge). Meanwhile, the authen- 
 

 
 
 
 
 
 
 
 
 
 
 
 
 

tication center encrypts the random sequence using 
the shared key. After receiving the random sequence, 
the BlueAP encrypts it using the shared key and sends 
it back to the authentication center (namely Re-
sponse). The authentication center implements the 
authentication by matching the random sequence. 

We can know from Fig.3 that the authentication 
center includes two key modules: 

(1) The algorithm for generating a random se-
quence. A random sequence is used by the authenti-
cation center to initiate the Challenge, and it must be 
unrepeatable and uncertain. So the linear congruential 
generator was selected to generate the random se-
quence. 

(2) The encryption algorithm. We use the DES 
algorithm to encrypt the random sequence. 
 
 
APPLICATION 
 

During the implementation of AmI and the em-
bedded system which is supported by the “211 Pro-
ject” of Beijing University of Technology (Zhang et 
al., 2006), we applied the Bluetooth-based authenti-
cation technique to build an AmI-Space. Fig.4 shows 
the AmI-Space architecture.  
 
Architecture of AmI-Space 

In AmI-Space, there are different kinds of elec-
tric appliances (such as TV, fridge, microwave oven, 
projector, etc.), which are distributed in different 
areas in invisibly computing form and can provide a 
user with services automatically. As soon as the user 
with a Blue Badge enters the AmI-Space, the authen-
tication system for AmI will automatically authenti- 
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cate the user. In the next step, the AmI center searches 
the user database, and obtains the user privilege and 
the personal video/audio service data. Then, the AmI 
center pushes the personal information to the user’s 
PDA through WLAN. After the user has selected the 
service items through the PDA, the facial orientation 
(FO) recognition system verifies the user’s face ori-
entation, and instructs the projector to projects the 
service contents to the wall facing the user. At last, on 
the user’s departure from the environment, the au-
thentication system for AmI will sense this event, stop 
the service and log the user out. 

Fig.5 is a scene for the AmI-Space, showing that 
the projector automatically projects the service con-
tents to the wall facing the user according to the in-
dividual face orientation (Chen and Li, 2005). 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Example of authentication 

Though there are other wireless applications in 
the AmI-Space, for example, WLAN and infrared 
controller, the user with a Blue Badge will be au-
thenticated by the authentication center in 1 s after 
he/she comes into the AmI-Space. It proves that the 
Bluetooth-based authentication system is robust. 

Fig.6 shows a BlueAP instance in the AmI-Space. 
When a user with a Blue Badge comes into the envi-
ronment, the BlueAP discovers the device and creates 
a safe channel. Then, the BlueAP gains the user ID 
and interacts with the authentication center to carry 
out the authentication in sequence. 

Fig.7 is an authentication center instance corre-
sponding to Fig.6. It shows that the BlueAP interacts 
with the authentication center to implement the user 
authentication. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Response delay and power consumption  

The Bluetooth standard is a complex standard 
with many degrees of freedom that the designer can 
use at the application layer to reduce the power dis-
sipation, e.g., the choice of different modes in which 
each slave can operate (active, sniff, etc.). In order to 
select a reasonable mode for the Blue Badge which 
both saves power and reduces the response delay, 
many tests have been carried out to obtain the Blue 
Badge’s different response delay and power con-
sumption. 

Table 1 shows the Blue Badge’s different re-
sponse delay and its corresponding power consump-
tion in four modes. In addition, we test the Blue 
Badge’s response delay 10 times for each mode. Fig.8 
shows the trendline of the response delay for each 
mode. We can draw a conclusion from Table 1 and 
Fig.8 that the more the sniff slots, the more the re-
sponse delay and the less the power consumption. We 
can see that Mode 2 is the most fit for the Blue Badge 
for a trade-off between the response delay and the 
power consumption. 

Fig.5  A scene of the facial orientation recognition
system in the AmI-Space 

Fig.6  An example for BlueAP in the AmI-Space (in
Chinese) 

Fig.7  An example for the authentication center (in 
Chinese) 
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Due to the good trade-off between the response 

delay and the power consumption, Mode 2 is selected 
as the Blue Badge’s mode of operation. It proves 
experimentally that the life of a lithium battery (3.7 V, 
320 mA) is over 12 h in the AmI-Space in Mode 2. 
 
 
CONCLUSION 
 

It has been proved by the authentication system 
for Ambient Intelligence that the Bluetooth-based 
authentication technique reduces the human- 
computer interaction compared to the conventional 
identity authentication and implements a natural in-
teraction mode which is more close to the natural 
human-human interaction mode. Now, our system has 
been successfully applied in the Ambient Intelligence 
and embedded system supported by the “211 Project” 
of Beijing University of Technology. 
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Sniff attempt 
slots* 
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Max response 
delay (ms) 

Average response 
delay (ms) 

Average power 
consumption (mA)

1 (Active) – – – 198  0156 35.65 
2 (Sniff) 0500 15 3 500  0381 06.09 
3 (Sniff) 1600 15 3 1687  1608 05.22 
4 (Sniff) 3000 15 3 2828  2480 04.78 
* A slot=0.6 ms 

Table 1  Response delay and power consumption for four modes 
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